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IDC Opinion

Organizations are struggling to deal with cyberthreats that continue to grow in 

number and sophistication. Still, the vast majority of cyberattacks — and zero-day 

attacks, in particular — are executed using traditional methods of gaining access to 

systems or data. Despite the growing availability of advanced security solutions, 

social engineering techniques such as spear phishing too often succeed in deceiving 

users to click on links or open attachments containing malicious code. This risk was 

illustrated in recent high-profile ransomware and other advanced cyberattacks that 

combined zero-day exploits and social engineering to cause major data breaches. 

At the same time, organizations are dealing with an expanding attack surface that 

increases the exposure to cyberattacks targeting multiple entry points, including 

email, web, content collaboration platforms, and mobile, as well as Internet of Things 

(IoT) devices. To address this concern, there is a growing need for solutions to 

proactively protect against known, unknown, and zero-day exploits that serve as the 

starting point for multi-vector cyberattacks.
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Methodology

To help illustrate the issue of zero-day exploits and multi-vector cyberattacks, IDC 

conducted a survey with 150 information security decision-makers in U.S. 

enterprises of all sizes in key industries to gain insight into their cybersecurity 

requirements, preferences, priorities, and challenges.

Situation Overview

Organizations are dealing with a constantly evolving threat landscape, where 

attackers keep innovating in their techniques. As threats continue to grow in volume, 

sophistication, and diversity, and hacker networks become increasingly organized, 

cybercrime is becoming more disruptive than ever. 

High-profile data breaches have highlighted the difficulty of protecting against 

advanced zero-day cyberattacks consisting of customized malware designed to 

exploit unknown vulnerabilities. These attacks often evade detection by traditional 

defenses that were built to detect, prevent, and respond to known threats. 

Consequently, breaches may remain undetected for a long time, enabling attackers 

to steal sensitive data, commit fraud, espionage or sabotage, or do other damage. 

At the same time, driven by the explosion of data and the unprecedented reliance 

on IT to streamline daily business operations, organizations are dealing with an 

increased attack surface. According to IDC's data, the global "datasphere" will grow 

to 163ZB (i.e., 1 trillion gigabytes) by 2025, driven mainly by the addition of multiple 

new endpoints such as smartphones, IoT, and other connected devices. The 

equation is simple — more devices and more data means more breach points, and 

thus more exposure to risk. 

Another trend contributing to the increased attack surface is the rise of the 

application programming interface (API) economy. APIs have become a key enabler 

of today's digital ecosystems, supporting multi-directional connections between 

applications inside and outside of the organization. Allowing organizations to easily 

integrate third-party applications and services directly into their own applications, 

APIs are increasingly used for creating new business opportunities and revenue 

streams. On the other hand, APIs provide third-parties with access to sensitive back-

end databases and servers, and therefore may be used as a launch pad for 

cyberattacks.
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How Long Does It Take to Find a Breach?

A recent survey conducted by IDC in the U.S. at the beginning of 2018 revealed that 

organizations of all sizes across all industries are under constant pressure from data 

breaches. Nearly 90% of the survey respondents reported that they have suffered at 

least five breaches in the last 12 months. Naturally, the larger the organization, the 

larger the exposure to multiple cyberattacks. In the survey, 10 or more breaches 

were reported by 40% of large organizations (with 5,000 employees or more), 30% of 

medium-sized organizations (2,500-4,999 employees), and 22% of small 

organizations (1,500-2,499 employees).

FIGURE 1

Number of Data Breaches in the Last 12 Months

Q. Has your organization suffered any data breaches in the last 12 months?

Note: N = 150
Source: IDC, 2018

The survey respondents ranked external hacking, employee sabotage, viruses, 

mobility, and spear phishing as the most significant threats. Large organizations are 

far more concerned by the threat of viruses and employee sabotage than are small 

and medium-sized businesses (SMBs), while mobility is more threatening to small 

companies.
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FIGURE 2

Top 10 Threats

Q. How serious do you consider the following threats to your organization's network, data, and 
Internet security?

Note: N = 150
Source: IDC, 2018

Due to the sheer scale and growing sophistication of cyberattacks, detecting data 

breaches in a timely manner has become a major challenge for organizations. 

Accordingly, more than 40% of the survey respondents reported that, on average, it 

takes them 3-6 months to find a single data breach. In addition, more than 10% of 

respondents reported an average detection time of 7-10 months. As a further 

illustration of the elusiveness of current threats, among all respondents, only one 

organization reported an average detection time of less than a week.
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FIGURE 3

Average Time to Detect a Data Breach

Q. On average, how long does it take to discover a data breach in your organization?

Note: N = 150
Source: IDC, 2018

The Challenge of Unknown File-Based Exploits

One of the main reasons for the growing sophistication of cyberattacks is the way 

malware is designed and distributed. Today's threats are usually aimed to take 

advantage of specific vulnerabilities, or "exploits." For example, they can use a 

vulnerability in a browser or in Microsoft Word to launch PowerShell commands on a 

remote endpoint to take control of the device. These exploits are often implemented 

using kits that run on web servers. An exploit kit identifies software vulnerabilities on 

endpoints, and automatically delivers malicious executables to the compromised 

device. Today, such exploit kits can be bought or "rented" for a few hundred dollars 

on the dark web, enabling people with minimal technical skill to launch cyberattacks 

— and thus increasing the circle of potential attackers.

The risk of zero-day exploits was demonstrated in recent high-profile ransomware 

and other cyberattacks that exposed significant vulnerabilities in organizations' 

security infrastructure. Such threats often spread via spear-phishing emails, utilizing 

hijacked accounts to deliver socially-engineered messages that pass through 

antispam filters and evade signature-based antimalware scanning. The messages 

typically contain malicious attachments, such as image files and Microsoft Office files 

with hidden macros that masquerade as executables, or Adobe PDF files embedded 
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with malicious JavaScript code to infect endpoint PCs and laptops. When a recipient 

opens the harmless-looking attachment, the malware is deployed, and the targeted 

attack begins.

Recent incidents appear to have raised awareness of the risk associated with such 

file-based exploits. IDC's survey highlighted a difference between levels of concern in 

organizations of different sizes: 80% of large organizations are either very concerned 

(60%) or extremely concerned (20%) with the use of incoming files and documents in 

cyberattacks compared with 61% of small organizations and 44% of medium-sized

organizations. 

FIGURE 4

Concerns over Incoming Files and Documents

Q. Of all threats, how concerned are you with incoming files and documents as a source of a 
breach?

Note: N = 150
Source: IDC, 2018

Another reason for the difficulty in dealing with zero-day cyberattacks that utilize file-

based exploits is that they target multiple entry points, such as email, web 

applications, social networks, and removable media. By spreading various types of 

threats across multiple attack vectors, hackers can increase their chances of success 

and do more damage in a short time.

Among these attack vectors, IDC's survey found that organizations are mostly 

concerned over removable media and email as sources of potential file-based 

exploits, followed by web downloads. Another channel that is being increasingly 

used by attackers is content collaboration platforms such as Dropbox, OneDrive, 

SharePoint, Box, and Google Drive, as well collaborative applications like Slack, which 

0%

10%

20%

30%

40%

50%

Somewhat
concerned

Moderately
concerned

Very concerned Extremely
concerned

ANALYZE
THE
FUTURE



Fighting File-Based Exploits Across the Expanding Attack Surface

IDC Executive Brief, Sponsored by Votiro

© 2018 IDC www.idc.com | Page 9

are being rapidly adopted by enterprises. Although only 10% of the survey 

respondents consider collaboration tools as a primary concern, IDC believes that 

this channel could represent a significant threat going forward, as collaboration 

platforms will take an increasingly important role in various business operations and 

processes.

FIGURE 5

Sources of Potential Threats

Q. Which source of documents or files are of primary concern in your organization?

Note: N = 150
Source: IDC, 2018

Shortcomings of Signature-Based Defenses

The sophistication and prevalence of spear phishing and other advanced zero-day 

cyberattacks that use file-based exploits is challenging traditional signature-based 

defenses. IDC's survey found that secure email gateway and employee training are 

the main methods used by organizations to protect against spear phishing and 

targeted cyberattacks. Secure email gateways, which typically include features such 

as antimalware, antispam, and content filtering for incoming emails, is used by more 

than 80% of the organizations that participated in the survey. In addition, more than 

60% of the participants are using employee training to combat these threats.
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FIGURE 6

Concerns over Incoming files and Documents

Q. On a scale of 1 to 5 (wherein 1 = not satisfied at all and 5 = extremely satisfied), how 
satisfied are you with your current email protection?

Note: N = 150
Source: IDC, 2018

Nevertheless, the participants in IDC's survey are far from being fully satisfied with 

their email protection. When asked to evaluate their current email protection, almost 

50% of respondents said they are either moderately satisfied (3 on a scale of 1 to 5) 

or less. This finding corresponds with the fact that, as mentioned, most 

organizations rely heavily on traditional secure email gateways that utilize signature-

based and reputation-based defenses, and are ineffective against new and unknown 

threats, as there is often a lack of any discernible malware.

Contain and Control

Driven by the increased difficult to deal with multi-vector zero-day cyberattacks, IDC 

believes that a new generation of solutions that are based on "contain-and-control" 

approaches will replace outdated "protect-and-defend" models. Offering an 

alternative to the traditional paradigm of trying to prevent threats from entering the 

organization, these emerging methods are more geared toward minimizing the 

potential impact of data breaches by detecting them as quickly as possible and 

responding accordingly to neutralize them. 

The adoption of non-signature-based solutions that represent the contain-and-

control approach — including sandboxing, file integrity monitoring, containerization, 

threat intelligence, and others — is beginning to take off. As evidence, more than 
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30% of the survey respondents said they are using sandboxing to defend against 

targeted attacks. In addition, more than 10% are using content disarm and 

reconstruction (CDR) solutions. Also known as file sanitization, CDR solutions inspect 

common file types (e.g. PDF, Word, Excel, and image files) for unknown or 

nonconforming components, with deep file inspection against the manufacturer's 

file design specification. Unknown components are typically then removed, 

nonconforming structures are corrected, and a clean version of the original file is 

regenerated. Corrupted or seriously nonconforming files can be quarantined.

Essential Guidance

The results from IDC's recent survey emphasize the need for emerging security 

approaches such as file sanitization to deal with the growing scale, sophistication,

and elusiveness of threats. The survey showed that organizations are experiencing 

multiple data breaches and are struggling to detect them in a timely manner due to 

the shortcoming of traditional signature-based defenses. A growing area of concern 

is spear phishing and other types of sophisticated cyberattacks that target zero-day 

vulnerabilities in browsers and desktop applications, utilizing socially-engineered 

messages to deliver file-based exploits through multiple entry points. 

The attack surface continues to increase due to the growing reliance on APIs, the 

proliferation of new types of endpoints (e.g. smartphones, IoT devices, and others), 

enterprise adoption of content collaboration platforms, and other trends. To better 

deal with the evolving threat landscape and expanding attack surface, organizations 

should consider the use of solutions to minimize the potential impact of data 

breaches across all entry points rather than focusing on the prevention of attacks.
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Votiro File Sanitization

Votiro is a provider of file sanitization solutions to protect against zero-day exploits 

that serve as the starting point for multi-vector cyberattacks, leveraging social 

engineering techniques such as spear phishing to deceive users into clicking on links 

or opening attachments. Votiro automatically neutralizes exploits before they enter 

the network, whether they have been downloaded from the internet, received as an 

email attachment, or inserted manually via removable media. It operates by initially 

scanning incoming files using a series of commercially available anti-virus programs 

to identify known threats. Next, Votiro breaks down files into basic objects and 

introduces microchanges into each individual section and the metadata of the files 

to detect and eliminate exploits, whether unknown or zero-day. The cleansed file is 

then reconstructed while maintaining the functionality of the original file.

Votiro covers the entire range of attack vectors with dedicated solutions for 

protecting email, web, content collaboration platforms, file transfers, and removable 

devices. In addition, it offers a cloud-based service to secure structured data in 

different known formats.
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About IDC

International Data Corporation (IDC) is the premier global provider of market 
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business executives, and the investment community make fact-based decisions on 

technology purchases and business strategy. More than 1,100 IDC analysts provide 

global, regional, and local expertise on technology and industry opportunities and 

trends in over 110 countries worldwide. For 50 years, IDC has provided strategic 

insights to help our clients achieve their key business objectives. IDC is a subsidiary 

of IDG, the world's leading technology media, research, and events company.
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