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Analysts and investigators must make threat assessment decisions, or draw inferences, related to suspect 
infrastructure or identities, often under time pressure and with high stakes. Designed to help develop key 
answers quickly, DomainTools Iris unites the world’s largest domain profile and passive DNS data stores 
with query tools that complement and enhance natural investigative workflows. The design of Iris is heavily 
influenced by close work with some of the world’s best cyber intelligence investigators to understand and 
build upon their workflows, objectives, and operating constraints. 

OVERVIEW

GETTING STARTED

D O M A I N TO O L S  I R I S
Q U I C K  S TA R T  G U I D E

https://research.domaintools.com/iris

Iris requires a login on DomainTools, and your account must include Iris access. Once you have logged in to 
Iris, the initial landing page displays a Smart Search box, which allows you to begin your investigation from 
some of the most common entry points:

• Domain name (single or list)

• Registrant name (person or
organization)

• Registrant email

• Name Server

• Registrant phone number

• IP address (single or list) or range

• SSL Hash
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The interface has four major sections:

1. Search and Filter Bar
2. Search History
3. Navigation Bar
4. Data Panel Arena

THE IR IS  INTERFACE

1. Search and Filter Bar: The Search box is where you enter queries to the tool. Your search terms are
listed as filters in the green boxes across the top of the display, and you can modify a query by remov-
ing a filter (clicking the x in the green box) directly from the filter bar.

2. Search History: This display records a “breadcrumb trail” of your queries and pivots. It can help you
retrace your steps, explore different branches of inquiry, and create a record of the steps that led you
to a particular conclusion.

3. Navigation Bar: You can create or open investigations, start an ad-hoc search, adjust the layout, or
return to the home page from the navigation bar.

4. Data Panels: This is where you conduct your investigation by working your way through searches,
filters, and pivots. Each Data Panel has a specific purpose and set of information that it displays.
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There are several predefined layouts (arrangements of Data Panels). You can 
select the predefined layout you like best, or you can preserve a custom layout 
by clicking the “save” icon. By default, the Pivot Engine, Search History, and 
Domain Profile data panels are displayed. If you are working with a relatively 
small screen area, you may wish to hide those Data Panels you use infrequently 
in order to give more space to the others.

You can control the individual Data Panels from the tabs across the bottom of 
the screen. 

ARRANGING THE DATA PANELS

Once you have determined which Data Panels you wish to display (or simply use the defaults), you can arrange 
them flexibly in order to suit your workflows and your available display area by dragging a panel’s title to the 
desired new position. You can close a Data Panel by clicking the X on the panel’s title bar.

Note: for more detail on manipulating Data Panels, see the full User Guide.

Pivot Engine: A table view of search results with sortable columns. You can choose the fields (columns) to dis-
play in the table from the Columns control in the navigation bar. Many of the datapoints in the Pivot Engine are 
right-clickable links, which invoke a menu of options for further exploration.

pDNS (passive DNS): Some of the most valuable information about infrastructure often comes from passive 
DNS data. By showing current and past domain to IP resolutions, pDNS can help investigators build maps of 
threat infrastructure, and to characterize individual or multiple domains or IP addresses. The pDNS Data Panel 
works interactively with other Data Panels such as the Pivot Engine or Visualization.  

Visualization: A graphical view of selected (and selectable) datapoints, represented as nodes on the chart. This 
can often be a useful way to discover and understand relationships among domains, IPs, and more. There are 
two chart types: force layout, and hive layout. You can toggle freely between the two layouts. Whenever you 
change your search, the visualization panel is updated according to the new results.

Stats (for searches with at least two domains): A summary of key datapoints for the set of domains, showing 
the number of domains that share each datapoint. This can be a quick way to spot patterns of ownership, host-
ing, and other information.

ABOUT THE DATA PANELS

SEARCH HISTORY

This section of the interface shows a “breadcrumb” trail with a micro-sum-
mary of each query in succession. You can revisit queries by clicking them. 
You can also start new branches, delete old branches, or clear the entire 
search history. Note: once search history is cleared, it cannot be recovered.
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OPERATIONS MENUS

The Operations Menus offer choices that relate to the datapoint you have  
selected. All Operations Menus include Filters controls, but some datapoints 
have additional options, such as IP address-related tools or domain-related 
tools.

Many datapoints in Iris have an associated right-click (or ctrl-click) 
Operations Menu.

Pivoting on Datapoints:
Most cells in the table allow you to “pivot” on that datapoint in order to advance your investigation by selecting 
“New Search” on the Operations Menu for that item. 

Example: Suppose that we want to learn more about the organization behind the domaintools.com web site:

1. Begin with a search on the term “domaintools.com.” This returns a single row in the table reflecting all of the
known datapoints for domaintools.com. In the Email column, you can see that an email associated with the
domain is memberservices@domaintools.com.

2. Right-click (or ctrl-click) the email address and, from the Operations Menu, select “New Search.” This is a
“pivot” on the email address.

3. The table now shows each domain tied to memberservices@domaintools.com.

SAVED INVESTIGATIONS

Iris automatically records your investigative steps, with a default investigation name based on the date/time 
you began the investigation. You can rename the investigation and provide a description of it. You can also 
delete un-pursued investigations. (Note: once deleted, an investigation cannot be recovered)

PINNED PANELS

It can be useful to be able to compare domains or IP addresses that are part of a larger results set, or that 
are part of different results sets. From the Pivot Engine, Visualization, and other places, there is an Opera-
tions Menu item called “Pin Domain” (or IP). The Pinned Panels control in the navigation bar toggles the dis-
play open and closed. With the display open, you can inspect and compare the Profile views of the pinned 
objects in a new panel, which can be accessed from the navigation bar. This view also highlights differences 
between the domains/IPs to make them easy to spot.

Pinned Panels are global, not per-investigation. This allows you to compare domains or IPs from different 
investigations that you believe might share commonalities.

Domain Profile and IP Profile: Each of these panels gives an at-a-glance view of information about the domain 
or IP address, respectively. When your search results in more than one domain, these panels are empty until you 
select a domain or IP address in the Pivot Engine table.

Whois History and Hosting History: Each of these panels allows you to explore historical records. Whois History 
shows a timeline for Whois records for the domain. The interface also allows you to compare adjacent records to 
spot changes. Hosting History gives details on IP addresses, domain registrars, and name servers associated with 
a domain. Each of those data types is right-clickable to enable a search pivot or gain more insight about it.

IP Tools: Ping and Traceroute networking tools as well as the DNS PTR (pointer) record for the IP address. 
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