s ImmuniWeb® MobileSuite

Compliance-Ready Mobile Application Penetration Testing

ImmuniWeb® MobileSuite leverages our award-winning Machine Learning technology to accelerate and enhance
mobile penetration testing. Every pentest is easily customizable and provided with a zero false-positives SLA.
Unlimited patch verifications and 24/7 access to our security analysts are included into every project.
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Quality. Efficiency. Value.

S & P

In-Depth Testing Threat-Led Testing DevSecOps Native
SANS Top 25 & business logic Simulation of real attacks relevant Unlimited patch validation,
beyond OWASP Top 10 to your business and industry SDLC & CI/CD integration

all %

oo VY
Zero False-Positives SLA Rapid Delivery SLA First-Class Reports
100% validated findings Always on-schedule testing Zero noise, full exploitation cycle,
money-back guarantee and report delivery threat-aware risk scoring

Configure and schedule Download your report and Get a letter of compliance
your penetration test get our help with patching after validating the fixes




Control the Entire Process via a Multiuser Portal

g Android Demo App Vulnerability +
Table of Contents

1. ImmuniWeb® Security Assessment Overview

2. Vulnerability Coverage (Mobile Application)

3.A Methodol (Mobile

4. Detected Vulnerabilities Statistics (Mobile Application)
5. Vulnerability Coverage (Mobile Backend)
6. Assessment Methodology (Mobile Backend)

7. Detected Vulneral

es Statistics (Mobile Backend)

8. Critical Risk Mobile Application Vulnerabilities [0]

9. High Risk Mobile Application Vulnerab

ies [0]

10. Medium Risk Mobile Application Vulnerabilities [4]
10.1 SQL Injection in android.intent.action.MAIN
10.2 Insecure Data Storage

103 Improper ization in

Risk Level v

10.4 Insecure Communication

. Low Risk Mobile Application Vulnerabilities [2]
11.1 Insecure Data Storage
11.2 Use of Hard-coded Credentials
12. Mobile Application Security Warnings [1]
12.1 Plaintext Data Storage
13. Critical Risk Mobile Backend Vulnerabilities [1]
13.15QL Injection in /apifbalance.php

14. High Risk Mobile Backend Vulnerabi

es [2]
14.1 Path Traversal in /api/interface.php
14.2 Improper Control of Interaction Frequency in /api/auth.php
15. Medium Risk Mobile Backend Vulnerabilities [1]
15.1 Information Exposure in /api/group.php
16. Low Risk Mobile Backend Yulnerabilities [1]
16.1 Improper Access Control in /api/balance.php
17. Mobile Backend Security Warnings [0]

18. Useful Links

Patch Status Remember Current Settings  Technical Viewo Executive View

4. Detected Vulnerabilities Statistics (Mobile Application)

\

Low

Your Aggregated Risk: Critical

Diagram 1: Number of vulnerabil

CWE-78

CWE-89

CWE-287
CWE-352

CWE-79

Diagram 2: Vulnerabi

Critical
1 5
igh

Hig

o e—— 15% 45%

ies in your mobile application grouped by risk levels

0S Command Injection

SQL Injection

Improper Authentication
Cross-Site Request Forgery

Cross-Site Scripting 5

CWE-200 Information Exposure 25
CWE-601 Open Redirect 3

ies and weaknesses in your mobile application grouped by the CWE classification

BB AvdodDemo Applcation Vunerabiiy Rk Leve v PotchSaus (8 Remember Curentetings Tt view (R ecuveviw D L &1 £ £

Table of Contents

13. Critical Risk Mobile Backend Vulnerabilities

2 Detected VolnerabitissSstistics (Mobde Agpication)

SQL Injection in /api/balance.php
3 ety Conerae Mobie Appicaton) Y — .
4 At tocolgy (Mot Aplcation)
Vulnerable URL itp/ demo examle.comyapioalance php
. DetectodVlnrbiiesStstc Mobde Backend
et o o e Vulnerabilty CWE-ID. CWE-89: SQL Injection
7. essent ethodiogy e Bcken OWASP ASVS Requirement 534

8 Crcl ik Mobile Appicaton Volnrates 0] Vulnerability CVE-ID: Not Assigned or Unknown
9 bigh Risk Mobile Applcation Vunerbities [0 Pl DsS: Compliance Failed (PCI DSS 3.2.1, Requirement 11.2.36)

GOPR:

10.Mediam sk Moblle Appcation Vbt ]
e e i Compliance Failed (EU 2016 679, GDPR Articles S(1)(), 24(1) and 32)

P Vs 1 Base score 98 VS5 3 UANACLPRN UNISUICHIHIAH) @

P ——— Rk Level
. Vulnerability Description
11 e Dt g
s el e e Credentia The SQL injection vulnerability exists in the */api/balance.php” script when handling user-supplied input
12 Mobie Appicaion Sty Warigs data passed via the " HTTF GET parameter, The web applicaion does not prvide a sufcient evel o
o - 3 he id IS e web appli provide a suff 1of
e nput sanitizaton, which allows 3 remote unauthenticated attcker o ate the present SQL query.

15, Ctal sk MobileSakend Vunerbillies 1] Attacker,

compromise the web application and the web server.

will be able L queries,
13150L njectionn fpiaanceohp
14, i sk Moble ackend Wlnerabiltis 21
41 Pt e i aptrica
142 proper Conrl o tsracion requeey n /siautoho. Steps to Reproduce
15 Medium sk Mble Backend Wlnerabiltis ]
S Below is an example of HTTP POST request that uploads “config php" ile to your web server

16 Low isk Mobile Sackend Vlnrsiites (1] The uploaded file contains PHP.

function to display PHP confi d can be
accessed using the fallowing URL

17.Mobll Backanc Socii Wb 1] httpi{on-demand.demo? example corfiiles/config. php.
171 Wl Forms Colecing Atibrable Personl Dsta

15 Useul nks

Discovery s Newonz  NeuronMobile s ' On-Demand 1 Mcumamm

ImmuniWeb® MobileSuite

Conture
it
Application Name: l .] @
Application Package: No e chosen ] 10
e s
Compl for 06 02.bor G40 Comp for 05 imaor
Compaibiewih Arods Compabiwi 0310

Brie Guidelines on Mobile App Compilation for Android and 105 [v1.40.

Application Defense: (] Application uses root or jailbreak detection  [requires Corporate Pro package]
(0] Application uses emulator detection
() Application uses crtiicate pinning
() Application

[requires Corporate Pro package]
[requires Corporate Pro package]

Will you provide us with a user account for this assessment? O ves Ono * @
Show Advanced Assessment Options

Show Vulnerability Data Export Options



Mobile Penetration Testing for Any Need
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R— = (100
Mobile App Security Mobile Backend Security Privacy and Encryption
Static, dynamic and interactive Comprehensive testing of Detailed analysis of privacy
security testing with SCA mobile app’s endpoints and encryption problems
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Threat-Led Penetration Testing Red Teaming
Testing resilience of your systems to specific Breach and Attack Simulation (BAS)
Tactics, Techniques & Procedures (TTPs) using MITRE ATT&CK® Mobile

o]
o
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IAM Testing

Full spectrum of cyber-attacks testing your
Identity & Access Management (IAM)



Compliance-Ready Mobile Penetration Testing

US HIPAA, NYSDFS & NIST SP 800-171
Helps fulfill monitoring requirements

:: ‘ ::.( under the US laws & frameworks
1 11

EU DORA, NIS 2 & GDPR PCI DSS, 1SO 27001, SOC 2 & CIS Controls®

Helps fulfill monitoring requirements Helps fulfill monitoring requirements
under the EU laws & regulations under the industry standards




Proven Methodology and Standards of Testing

Security ™
Standards Council

Testing Methodologies
OWASP Mobile Security Testing Guide (MASTG) @ D LU H S p

NIST SP 800-115 Technical Guide to Information Security Testing and Assessment

PCI DSS Information Supplement: Penetration Testing Guidance onc
MITRE ATT&CK® Matrices for Mobile and Enterprise 888 I SACA® FedRAM?

FedRAMP Penetration Test Guidance ‘@‘

ISACA’s How to Audit GDPR MITRE | ATT&CK" NlSI'

ECB TIBER-EU

CLCCCKKS

Covered Vulnerabilities
« CWE/SANS Top 25

« PCIDSS 4.0 (62.4) w Secuty OWASP OUWARSP
+ OWASP Mobile TOp 10 25 StandardsCouncH MOBILE TOP 10 TOP 10 RPI

v OWASP Top 10 API

Reporting Standards

+ OWASP Application Security Verification Standard (ASVS v4.0.2) Mapping @ OUASP w
+ OWASP Mobile Application Security Verification Standard (MASVS v2.1.0) Mapping
s ' p— COMPATIBLE
+/ Common Vulnerabilities and Exposures (CVE) Compatible (*‘\/J
+ Common Weakness Enumeration (CWE) Compatible Mmﬁg c ss

+  Common Vulnerability Scoring System (CVSS v4)



ImmuniWeb® MobileSuite Deliverables

Penetration Testing

/ Full Customization of Testing

v/ Mobile App Penetration Testing:

« SANS Top 25 Full Coverage

PCI DSS 6.2.4 Full Coverage

OWASP Mobile Top 10 Full Coverage
* Authenticated Testing (MFA/SSO)
 Business Logic Testing

v/ Mobile Backend Penetration Testing:

« SANS Top 25 Full Coverage

PCI DSS 6.2.4 Full Coverage
OWASP Top 10 Full Coverage
OWASP Top 10 API Full Coverage
» Authenticated Testing (MFA/SSO)
« Business Logic Testing

v/ Mobile Application Privacy Review
v Software Composition Analysis

v Open Source Software Security Ratings

v Rapid Delivery SLA

+/ Threat-Aware Risk Scoring
+ MITRE ATT&CK® Matrix Mapping

+/ Step-by-Step Instructions to Reproduce
+ Web, PDF, JSON, XML and CSV Formats
+/ Tailored Remediation Guidelines

+/ PCI DSS and GDPR Compliances

+/ CVE and CWE Mapping
« CVSSv4 Scoring

+ OWASP MASVS Mapping
«/ Zero False-Positives SLA

Money back

+/ Unlimited Patch Verifications

«/ One-Click Virtual Patching (Backend)
V' 24/7 Access to Our Security Analysts
v DevSecOps & CI/CD Tools Integration
 Multirole RBAC Dashboard with 2FA
«” Penetration Test Certificate




ImmuniWeb® MobileSuite Packages

Mobile Application Penetration Testing

ImmuniWeb® MobileSuite Ultimate Corporate Pro
Threat-Led Penetration Testing v
Al-Powered Security Testing v v v v
OWASP MASVS Testing Level L1, L2, R L1, L2, R L1, L2 L1
OWASP ASVS Testing Level Level 3 Level 3 Level 2 Level1
Manual Penetration Testing 10 days 5 days 5 days 3 days
Report Writing 2 days 8 hours 8 hours 4 hours
Unlimited Retesting v v v v
Penetration Test Certificate v v v
Network Security Assessment v v
Testing on Physical Device v v
Resilience Mechanism Bypass v v
How Instant Online Purchase () Guided Purchase
To % All Product Benefits D9 All Product Benefi fallcto sales
Buy? Instant Online Payment or : Vo|urrgechitscoeL:1nets|ts

Instant Start 24/7/365
Zero Paperwork
100% Online

AN S S QN

' PayPal

visa @) -~z

£ TRAN S FE R

« Custom Packaging
« Custom Contract
« Personal Manager



https://portal.immuniweb.com/client/purchase/?from=mobilesuite
https://www.immuniweb.com/technology/book-a-call/

Frequently Asked Questions

Do | need two packages for iOS and Android versions of the same app?

Normally yes, however, the second package will be offered with a 50% discount. Recurrent penetration testing of the same mobile app also has special discounts. Please get in touch
with us to learn more and get a custom quote for your mobile security testing needs.

How can customize my mobile pentesting requirements?

At the first step of project creation, you can easily configure special requirements for mobile penetration testing. For example, you can select authenticated (White Box) testing with
2FA/SSO if you mobile app supports authentication, try some specific attack vectors, such as extracting protected content or activate features that are only available to premium users.

What is the difference between the packages?

Packages (from right to left) include gradually more human time and other resources that will be allocated for the penetration test. Generally, the bigger your scope is, the bigger
package you need to comprehensively test your mobile application and its backend for all know vulnerabilities and attack vectors. Please reach out to us for a quote tailored for your
specific needs and scope.

Can you test mobile applications built with Xamarin or Flutter?

Yes, we can test applications built with any mobile frameworks or technologies. However, complicated cross-platform frameworks, such as Xamarin and Flutter, impose additional
challenges that usually require supplementary resources and human time for comprehensive testing of the application. Therefore, the minimum required package for those
frameworks is MobileSuite Corporate.

How can | get a letter of compliance after completing penetration test?

For cybersecurity compliance services, ImmuniWeb collaborates with external law firms that can provide you with a letter of compliance signed by lawyers. Learn more.

Where will my data reside?

By default, your data resides on ImmuniWeb’s servers in Switzerland and Canada: both countries have an adequacy decision by the European Commission (EC) for the EU GDPR
compliance purposes. Upon request, your data can be stored in another jurisdiction of your preference for an extra cost. Your data can be securely deleted at any time upon your
request. No public cloud providers are used to store your data.

Do you offer special pricing for government, academia and non-profit organizations?

Yes, we do offer advantageous pricing for government, academia and non-profit organizations. Please reach out to our sales team to see whether your organization qualifies.


https://www.immuniweb.com/technology/demo/
https://www.immuniweb.com/compliance/
https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
mailto:sales@immuniweb.com

Why Choosing ImmuniWeb® Al Platform

Because You Deserve the Very Best

O,
ok I ¥
&g
Reduce Complexity Optimize Costs Validate Compliance
All-in-one platform for 20 All-in-one model & Al automation Letter of conformity from law firm
synergized use cases reduce costs by up to 90% confirming your compliance
Learn More Learn More Learn More

66 At ImmuniWeb, we always carefully listen to all our customers to
continuously make our award-winning Platform even better to stay
ahead of the rapidly evolving cyber threats. This unique synergy

helps us maintain the customer retention rate above 90%. 99

Dr. Ilia Kolochenko
Chief Architect & CEO
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Trusted by 1,000+ Global Customers

66

We used ImmuniWeb for some of our products and we have been
highly satisfied from the provided service as valid vulnerabilities
with no false positives were identified. The report ImmuniWeb
delivered to us was quite clear in terms of the classifications and
the description of the identified vulnerabilities, linking to the
corresponding CVE and the fix recommendations. We recommend
ImmuniWeb to other vendors to make their web products secure

ebay

66

The report was very detailed and clearly explained the
risk at executive level, a great assistance in taking the
report to senior management.

TIwould have no hesitation in recommending ImmuniWeb.

A
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66

We believe ImmuniWeb platform would definitely
address the common weaknesses seen in manual
assessments. The Al-assisted platform not only
automates the assessments, but also, executes them in a
continuous, consistent and reliable fashion. Admittedly,
the platform would definitely add quick wins and great
ROI to its customers on their investment.

&
DP WORLD

66

ImmuniWeb is an efficient and very easy-to-use solution that
combines automatic and human tests. The results are
complete, straightforward and easy to understand. It’s an
essential tool for the development of the new digital activities

CO¢ next bank
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66 ImmuniWeb outperformed IBM Watson for Cybersecurity and won Scawards
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One Platform. All Needs.
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