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Introduction 
Your business and IT landscape is changing dramatically and remote access technology 
has a role to play in resolving the operational and strategic challenges you face. 
 
This short e-book will help you find out how a consolidated remote access strategy can 
bring more agility, security and profitability to your business in 2018.

Developing and deploying an enterprise-wide remote access strategy is increasingly  
important to modern business. It allows you to connect and engage with your workforce, 
customers and extended supply chain in a way that improves efficiency, reduces costs 
and mitigates common security risks. 
 
These benefits are explored through four important pillars that show how remote 
access technology can help you address challenges related to the changing technology 
landscape, remote working, strategic decisions and security.
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Contributors 
You are about to read a short e-book based on a webinar hosted by RealVNC.  
During this webinar, a panel of experts explored the IT and remote access challenges facing modern businesses. 

The following specialists contributed to the webinar:

Clive advises businesses on how they can use  
IT to move smartly towards operational and 
strategic targets. 

As the Founder and Research Director at IT 
analyst Quocirca, his knowledge has enabled 
thousands of businesses to save money and 
improve efficiency.

iQuate specialize in mapping digital assets for  
enterprise IT clients. 

As the Director of Product Marketing, Parker 
has on-the-ground experience of how RealVNC’s 
remote access technology allows iQuate to 
provide flawless deployments for their customers. 

Steve is the Chief Marketing Officer at RealVNC, 
the company whose founders invented virtual 
network computing. 

RealVNC’s remote access and support software 
is used by hundreds of millions of people world-
wide in every sector of industry, government 
and education.
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Clive Longbottom 
Quocirca

Parker Hathcock 
iQuate

Steve Tongish 
RealVNC



Pillar 1 
Enable BYOD 
Employees are using more devices than ever before to interact with their working world. 
 
It’s essential to create a remote access strategy that enables this Bring Your Own Device 
(BYOD) landscape while keeping your business safe and employees productive. 
 
Now is the time to integrate remote access into your BYOD plans, not least with IoT 
and machine-to-machine communication poised to further diversify the corporate 
technology landscape.
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The dawn of the devices 
Times have changed. Not so long ago, the only devices in your typical  
office were PCs and laptops. The variety of devices was minimal - partly 
because they were expensive and generally mandated by the company. 
That provided a level of internal control over the device landscape. 
 
Today employees have a huge range of devices at their fingertips. They 
are ubiquitous, they are varied and the chances are that your colleagues 
are using them for business functions, whether you like it or not. That  
could be something as seemingly innocuous as logging on to the office 
wi-fi network or sending work emails from their smartphone, right 
through to accessing business-critical systems and manipulating data 
from a personal tablet. 
 
Back in 2014 the BYOD market was valued at $30 billion. It’s now on target 
to reach $367 billion by 2022.  The pace of change has been nothing 
short of amazing. It’s no wonder so many technology and IT support 
models have struggled to keep up.
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Smartphones and tablets 
everywhere 
Mobile devices have transformed the way employees interact with their 
working world. There are so many different device types, operating 
systems and application capabilities. 

• How do you reconcile application support and corporate policies   
   on iOS, Android and Windows platforms? 

• Are employees accessing or storing sensitive data on their 
  personal devices? 

• What are the security and compliance implications of OS and 
   application updates?



Device proliferation eats money 
Firstly, there’s the cost of employees buying their own devices at full retail price and 
then running it through corporate expenses. 
 
You then have the costs associated with different software licenses for different devices,  
helpdesk training on how to support different devices and the implementation of controls 
across a fractured IT landscape. Then there’s the cost of gathering data that is being 
collected in different silos because of the lack of integration between devices and systems. 
 
You might try to save money by procuring a certain type of device for your staff by buying 
in bulk, but reducing choice could have consequences. If employees don’t like the device 
they have been given, they are likely to use their own personal device anyway. 
 
This actually increases your costs, because you have the procurement expense as well as 
the cost of reconciling incompatible or “unofficial” devices.

7  Copyright © RealVNC Limited 2018



Fragmented hardware, 
fragmented business 
Mobile devices are just the tip of the iceberg. The fast-approaching era of the Internet 
of Things (IoT) means that more sophisticated devices are emerging that are critical 
to business operations - such as smart ATMs, connected medical devices and intelligent 
vehicles. These “smart” devices will have their own integrated intelligence, including 
person-to-platform gateways that enable remote experts to check device functionality 
or change settings.  
 
Additionally, we are seeing machine-to-machine environments that use AI to control 
and manage remote devices from a central console. This clearly offers huge benefits, 
but it also presents complex integration challenges.  
 
The future is one of increasingly varied devices, behaving in increasingly varied ways. 
As your hardware landscape becomes more diverse and fragmented it creates operational 
issues that can totally compromise efficiency, frustrate your users and cost you money. 
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How can remote access help? 
Remote access technology helps to bring cohesion to your technology and IT support  
models. It’s quickly becoming a business-critical tool to remotely manage, monitor and  
support the growing number of corporate and IoT devices, whether attended or 
unattended. With the right remote access strategy, diversity of hardware becomes a 
strength rather than a weakness because device proliferation is no longer a barrier to 
operational efficiency. 
 
The prospect of better harmony across devices unlocks productivity, streamlines 
operations and creates more value for your business. 
 
“The way we look at remote access regarding the proliferation of device types should be 
something that every organization is focusing on. It’s better to make sure a strategy for the 
future is sorted now, rather than making kneejerk reactions when, all of a sudden, remote 
access becomes a business imperative.” 
 
- Clive Longbottom, Quocirca 
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Pillar 1 Summary 
Enable BYOD 
• Personal devices are ubiquitous and are being used at work 

• The era of IoT and machine-to-machine communication will bring even more variety   
  to the device landscape. 

• A fragmented device ecosystem will blunt your operational efficiency - the more  
  devices you use, the bigger the challenge. 

• Remote access technology can help to bring more cohesion and unity to your device   
  ecosystem - making your business more agile and productive.



Pillar 2 
Support increasingly complex ecosystems 
Organizational structures are increasingly complex. This is equally true for internal 
departments and important external relationships with partners and customers.  
 
Growing complexity in the business ecosystem demands new connectivity strategies 
- and remote access has a crucial role to play in supporting our highly interconnected 
world.
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Modern business has limitless possibilities 
Decentralized working is the new normal. Whether it’s interactions with employees who 
are working from home, sales people out in the field or support engineers who are on 
call, modern business is no longer inhibited by physical office locations. 
 
On top of this, the classic hierarchical structures of old are being torn up as enterprise 
businesses engage with clients, staff and partners all across the world. Rather than 
fight this seismic change, successful organisations are embracing a distributed working 
model to capitalize on the compelling benefits. 
 
“It’s becoming very, very difficult to look at an organisation and draw walls around it. 
It’s not the way that we should be working any longer.” 
 
- Clive Longbottom, Quocirca
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Within the organization
Businesses have the ability to stay connected with their employees like never before. 
The now commonplace practice of working from home is one of the obvious knock-on 
effects of the digital age. But that’s just the start. Sales reps must have access to business 
systems while out in the field. 
 
Directors check in on performance stats from the airport departure lounge, and support 
engineers can react to changing schedules and updated designs no matter which site 
they’re visiting. Board members or investors living on the other side of the world need 
to stay on top of business developments with a few clicks, taps or swipes. 

One thing is for sure: business is no longer limited to the office.
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Beyond the organization 
Successful organizations need to connect with their supply chain such as manufacturers, 
suppliers and channel partners. It’s often vital to share stock data, sales figures or 
provide remote IT support. Being able to connect across the supply chain is hugely 
advantageous for all stakeholders, boosting productivity and streamlining operational 
processes.  
 
External clients may also need access to internal business systems to enable new revenue 
models such as remote customer training (see the case study at the end of this e-book 
for more) or provide on-demand service and maintenance capabilities. 
 
“A lot of our customers want to have access to a diverse and complex environment to learn 
how to use our digital mapping products. That used to mean clients visiting our head office 
in Dublin. Of course that was impractical. 
 
We needed the facility to train clients in a realistic environment, without asking them to 
travel to Dublin. 
 
We needed remote access technology.” 
 
- Parker Hathcock, iQuate
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Different people, places and networks
It’s not just organizations themselves that have become less structured. The way people 
and departments connect with one another is more diverse than ever before. 
 
There is no one-size-fits-all solution for this business ecosystem. You must understand 
and reconcile the different ways people connect and you will need the right tools to be 
agile and efficient as a business.

15  Copyright © RealVNC Limited 2018



16  Copyright © RealVNC Limited 2018

0-1 2-3 4-5 5+

25% 50% 8.3% 16.7%

How many remote access products do you use in your IT environment?

How can remote access help? 
This complexity is crying out for new ways of helping people connect  
with one another and access business tools. That’s where remote access 
technology can help. 
 
Providing support functions, connecting with customers and seamlessly 
sharing critical business systems with all stakeholders is a great way to 
make a business stand out.  
 
A well-considered remote access strategy supports an organizational 
diversity by granting access to their working world, no matter where they 
are or how they are connecting. 
 
Remote business integration offers a huge competitive advantage to 
companies that are prepared to embrace remote access software as a 
business-critical tool.

“I think the results show that a lot of organizations are at the beginning of a 
wave of providing the next generation of connectivity and remote access 
capability to their customers: both internal and external.” 
 
- Clive Longbottom, Quocirca
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Pillar 2 Summary 
Support increasingly complex ecosystems 
• Decentralized working is the new normal - people are connecting with their working 
   world in different ways and from different places

• Your business could also benefit from the ability to seamlessly connect with your   
  wider supply chain

• Remote access technology helps people access their working world, anywhere and   
  anytime, and gives you a platform for connecting with others in your supply chain



Pillar 3 
Consolidate your remote access strategy 
It’s common for businesses to have a range of remote access tools that have been 
collected over time to meet different requirements. This is inefficient and there is a 
better way.  
 
Many businesses could dramatically enhance efficiency and reduce costs and risk by 
creating a consolidated remote access strategy that focuses on fewer tools. 
 
The question is: how can you achieve consolidation without sacrificing flexibility?
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More tools means more complexity 
Many businesses are often unaware of how many different software tools are being 
used within their organization, remote access or otherwise. 
 
The ease of access to open source tools and apps that can be downloaded for free or 
on a SaaS model fuels an ever-expanding list. For example, it’s not unusual for businesses 
to realize that one team has downloaded sub-standard remote access software because 
they didn’t want to go through the IT department. 
 
“We see it time and again: businesses spending a lot of money on licenses they don’t need,   
or spending time and effort on tools and services that don’t improve their businesses. 
 
That’s why we work to show organizations exactly what they have in their IT infrastructure. 
Once they get that information, most of our customers are often very surprised.” 
 
- Parker Hathcock, iQuate
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This shadow IT creates problems and challenges. Poor quality tools and services can 
do untold damage to business systems, opening the door to malicious access, data 
breaches and more. And that’s without considering the productivity losses and lack of 
integration with your core business systems. 
 
Unmanaged software tools and resources make it very difficult to provide consistent 
and controlled support. This is even more critical with increasingly common industry  
regulations that mandate audit and control. Too many remote access tools will increase 
security risks, damage efficiency and hamper compliance.
 
“Once you start to bring everything under an umbrella of known tools, you can start to focus 
on what’s useful for the individual and good for the enterprise.” 
 
- Clive Longbottom, Quocirca
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“All staff must understand the capabilities of the tools and services available 
to them.  
 
Too often people encounter a technical challenge, Google the problem and 
download a tool containing various worms and other Trojans. Staff need 
to know that the right technology - validated by the enterprise - is at their 
fingertips.” 
 
- Clive Longbottom, Quocirca 

Ultimately any behaviours that are detrimental to the success of the 
business need to be addressed - and bringing disharmony to the IT 
infrastructure must be resolved. Every employee should appreciate 
that their job is to work for the good of the organization. 

Implementing a consolidated 
remote access strategy 
Some professionals may want to find their own tools rather than toe 
the company line – some IT managers are afraid to tell them othewise. 
 
Trying to maintain a fragmented IT approach is incredibly time-consuming 
and challenging. That’s why it’s so important that you deploy and use 
only the tools that are essential to your business. 
 
Yet installing this behavioural mindset among staff is not easy. Many 
professionals value autonomy and resist change - especially when it can 
be perceived as prescriptive or overly dogmatic. 
 
It’s often a case of sitting down with employees on an individual basis 
and explaining how chaotic and expensive a fragmented IT approach 
can be. It’s about educating them on the tools you want them to use. 



Planning for the future, 
strategy not tactics 
Planning for the future is never easy, especially where fast-changing technology is 
concerned.  
 
Yet it’s understandable that you want to drive value from your IT procurement; you want 
remote access technology that’s as future-proof as possible.  
 
The main thing is to look for suppliers and manufacturers who have a track record of 
updating their products to evolve with changing business requirements. Look for products 
that have been around for some time and proven their worth to businesses with similar 
requirements to your own. 
 
Your own products and services should also be developed in an open framework, 
embracing new devices, new connection types and the latest operating systems and 
application platforms. This is the only way to be confident that your tools and services 
will be able to adapt to the changing world.
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Pillar 3 Summary 
Consolidate your remote access strategy 
• It’s very common for businesses to have accumulated multiple remote access tools  
  over time 

• Multiple tools creates security and audit risks and makes remote access less controlled 
  and less efficient  

• Reducing the number of remote access tools you use gives you more control over   
  your IT landscape and future IT strategy 

• Look for remote access products that have been around for some time, proven their 
  worth and have a well-defined product roadmap
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Pillar 4 
Focus on security  
Security is the overriding consideration for the use of any remote access software.  
 
From multi-factor authentication to end-to-end encryption, you must be certain that 
your business is properly protected. 
 
With a common sense security approach, you can enjoy all the benefits of remote access 
technology without exposing your business to increased risk. 
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Security essentials for 
remote access technology 
Poorly deployed remote access software can expose your business to 
serious security risks. So while most people think of remote access 
technology as enabling two devices to communicate remotely, it’s equally 
important to prevent devices communicating - i.e. preventing unwelcome 
third parties from accessing your applications or data. 
 
Remote access software security is generally focused on permissions 
and access control such as multi-factor authentication to allow access 
and controlling who can connect to which devices. 
 
Look for technology that allows you to establish security protocols on a 
per-connection basis. 
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You should be able to grant and revoke access to the connection based 
on a range of parameters, including location and device type. You should 
also be able to whitelist/blacklist certain users. 
 
Remote access sessions should be end-to-end encrypted so that nobody 
can gain access to your confidential business information. 
 
Finally, remember that your remote access technology must meet or 
exceed your own security demands as well as those of organizations 
elsewhere in your business ecosystem.



Direct connections versus 
cloud connections 
Some remote access products connect devices directly using known, 
static IP addresses. Other products connect devices via a cloud service,  
for ease of use. If the cloud service then subsequently relays session 
data between devices, it introduces another link in the security chain. 
 
When compared to a dedicated direct connection, it’s another potential 
entry point that could be attacked or compromised. 
 
Certain products offer a cloud service that brokers the connection, 
and then steps back to enable the two devices to communicate peer-
to-peer for the rest of the session. This means session data is never 
routed via the cloud. 
 
Look for a remote access connection architecture that fits your business 
and your operational demands and don’t be afraid to ask the vendor 
difficult security questions.
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Avoid vendors without clear answers and those that can’t provide a fully 
documented security structure. 

 
“I would advise people to study the architecture of their remote access 
products. In our case, for example, when we use cloud connections, we like 
to call it cloud-brokered connections because what we actually do is use the 
cloud to create a connection between the two devices. 

 
Architecture is avoiding relaying data over the cloud if possible. So make sure  
you understand how your remote access products work because they don’t 
always work in the same way.” 
 
- Steve Tongish, RealVNC



Pillar 4 Summary 
Focus on security 

• Poor remote access software deployment exposes your business to real risks 

• Insist on strong access control across your organization

• Data connections and streams must be encrypted and secure

27   Copyright © RealVNC Limited 2018



Yet succeeding with remote access technology requires a well-structured 
strategy - smooth, integrated and liberated from the dangers of shadow IT. 
 
A consolidated remote access strategy enhances business efficiency and 
performance and reduces risks while cutting costs.  
 
Anyone can use remote access technology, However deploying it with 
a consolidated strategy will bring significant efficiency, security and 
performance to your entire digital estate.  

That’s good news for any business.
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Conclusion 
Remote access can support 
your business objectives 
It’s easy to get lost in IT complexities, but let’s remember that IT is meant 
to be a business enabler. 
 
That’s where remote access technology can help. From Pillar 1 through 
Pillar 4 we’ve seen how remote access technology can reduce the chaos 
of BYOD and enable you to build seamless, secure connections between 
any types of devices. 
 
In a changing world, it can connect your business like never before, 
reconciling the modern workplace that’s spread across multiple locations 
with a fluid workforce. 
 
With remote access your business is always on, always connected and 
always in the right place at the right time - whether you are engaging 
customers, managing system updates for remote workers or sharing 
data with key agents in your supply chain.



Case study 
iQuate
Many of iQuate’s customers wanted to have access to a diverse and complex  
environment to learn how to use their digital mapping products. That used 
to mean clients visiting their head office in Dublin, where their servers are 
based. Of course, that was impractical for many of the organizations iQuate 
was working with. 
 
Their clients already had people working virtually from offices all over the  
world. They needed the facility to train clients in a realistic environment, without 
asking them to travel to all the way to Dublin. 
 
The solution was remote access technology. The modern proliferation of 
device types is one of the main reasons iQuate selected RealVNC as a way 
to help them deliver training to their clients. 
 
One of their fundamental challenges was dealing with custom configurations 
for end users. But when iQuate discovered that RealVNC’s application was 
device-agnostic, with versions for both desktop and mobile operating systems, 
they knew they would be able to offer training to their diverse client base no 
matter what device they were using - all without wasting time searching for 
intermediary applications for the client to install at their end.
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It means iQuate can focus on the quality of the training, rather than the 
technology behind it. 
 
RealVNC’s application is incredibly secure and well-trusted by IT experts.  
There’s no configuring firewalls and no messing around with the specific 
configurations for different users. 
 
The permissions functions empowered iQuate to grant and revoke access 
to specific systems quickly and with minimum overheads. The technology is 
very flexible and secure for any business to use. 
 
“In short: RealVNC allows us to provide real-time training and support within 
a matter of clicks - wherever our clients are, whatever device they’re using.”
 
Parker Hathcock – Director of Product Marketing
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What next? 
If you want to learn more about remote access technology, visit our website. 
www.realvnc.com/connect 
 
RealVNC’s remote access and management software is used by hundreds of millions 
of people worldwide in every sector of industry, government and education. 
 
Our software helps organizations to cut costs and improve the quality of supporting 
remote computers and applications. 
 
RealVNC is the original developer of VNC remote access software and supports an 
unrivalled mix of desktop and mobile platforms. Using our software SDKs, third-party 
technology companies also embed remote access technology directly into their products 
through OEM agreements. 

Learn More
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